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Abstract

For specific domains (e.g., data analysis, planning and
scheduling,or stateestimation),automatedprogramsynthe-
sis systemshave beendevelopedwhich arecapableof pro-
ducinghundredsof lines of non-trivial code. However, the
potentialapplicabilityof anautomaticprogramsynthesissys-
temdoesnotonly dependonsizeandqualityof thegenerated
code,but alsoits ability to beintegratedinto theoverall soft-
wareprocess.Therefore,the generationof executablecode
aloneis not enough. In this paper, we will describethree
techniqueswhich enhancethecapabilitiesof a synthesistool
with respectto generationof explanations,certificates,and
simulationdata. The synthesissystemencodesenoughdo-
main knowledge,suchthat the appropriateinformationcan
directlybeextractedduringthesynthesisprocess.
ExplainIt! is a componentfor the AMPHION/NAV system
(synthesisof stateestimationsoftware)which automatically
generatesanddisplaysexplanationsfor eachpieceof thesyn-
thesizedcode,thuseffectively achieving traceabilitybetween
codeandspecification.
For safety-relevantapplications,softwaremustundergoarig-
orous certification processwhere it must be demonstrated
that certainsafetypoliciesarenot violated. Traditional for-
mal verification approaches(e.g., with Hoare-stylerules)
areimpractical,becausethey requirelargeamountsof man-
ual codeannotations. In this paper, we discussan exten-
sion of the AUTOBAYES system(synthesisof data analy-
sis programs)for the automaticgenerationof codeannota-
tions which canbe handledby a verificationconditiongen-
eratorandan automatedtheoremprover. Speedof this ap-
proachcomparesfavorably with commercialstatic analysis
tools(e.g.,PolySpace).
Finally, we discussa moduleof AUTOBAYES which synthe-
sizescodefor thegenerationof artificial datafor simulation,
experimentation,andtestingpurposes.

Intr oduction
Over the recentyears,size and complexity of software in
safety-relatedareashasgrown tremendously. A major rea-
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sonfor this is thatfunctionalitywhichhasbeentraditionally
realizedby hardwareis now implementedasa programon
ageneral-purposeprocessor, thusreducingproductioncosts
andincreasingfunctionality. Typicalapplicationareasrange
from avionics,processcontrol(e.g.,for chemicalor nuclear
plants)to car industry. However, theproductionof reliable,
high-qualitycodefor safety-relatedapplicationsis far from
easy. In particular, modern,highly iterative softwarelifecy-
cles(e.g.,spiralor use-casebasedprocesses)aremajorcost
drivers,becausefor eachiteration,substantialtesting,doc-
umentation,andcertificationefforts arenecessary. For ex-
ample,flight-critical software(e.g., for positionestimation
or control of an aircraft) requiresrigorouscertificationby
an independentcertificationauthority(e.g.,the FAA). This
time-consuming,highly manualprocesswhich is definedin
standarddocuments(e.g.,DO-178B)prescribestherequired
testing,documentation,andengineeringefforts to guarantee
traceabilitybetweenspecificationandtheexecutablebinary.

An approachwhichcouldfacilitatetheproductionof such
piecesof software is automatedprogramsynthesis.Given
a high-level specification,an automatedprogramsynthe-
sis tool generatesexecutablecode which implementsthe
specification.Becauserigorousformal logic underliesthis
approach,the synthesizedcode is often consideredto be
“correct-by-construction”.

Deduction-basedprogram synthesis is around for a
long time, and several synthesis systems (e.g., Am-
phion (Stickel etal. 1994), KIDS (Smith1990), or Plan-
ware (Burstein& Smith1996)) have beendevelopedover
the yearsand it seemsthat in certain (albeit small) do-
mains such systemsare capableof producingreasonably
goodcode. However, the usability of suchsystemsin the
areaof safety-relateddomainsis still rather limited. In
fact,they sharemany severelimitationswith state-of-the-art
codegeneratorsfor traditionalmodelingsystems(e.g.,Ma-
trixX (MatrixX 2001), ControlShell(ControllShell2001)).
As discussedabove, productionof a pieceof code is not
enough.Rather, a code-producingsystemneedsto synthe-
sizethefollowing artifacts:

� well documented,human-understandablecode.Only if a
pieceof softwarecanbeeasilyunderstood,manualmodi-
ficationscanbeappliedor it canbesubjectto (successful)
codereviews.



� traceability information betweencodeand specification
such� thatall piecesof thecodecanberelatedto their ori-
gin in thespecification.

� supportfor simulation,animation,andtesting.A success-
ful synthesissystemneedsto beableto produceartificial
datawhich conformto the given specification.State-of-
the-artmodelingtools (e.g.,Simulink/MatLab,Controll-
Shell)arealreadyprettyadvancedwith thatrespect.

� support for certification (e.g., providing annotationsor
evenproofs).

In this paper, we demonstratethat a programsynthesis
systemencodesenoughdomainknowledgeto supportthe
requirementslistedabove. We will discussthreeextensions
to a programsynthesisarchitecturewhich, in addition to
producingexecutablecode, generatedetaileddocumenta-
tion/explanations,certificatesfor thesynthesizedcodewith
respectto a givensafetypolicy, andtest/simulationdata,re-
spectively.

The work, describedin this paper, is ongoing work.
Therefore, these extensions have not been devel-
oped for one single program synthesis system, but
rather for two tools, namely AMPHION/NAV and
AUTOBAYES. AMPHION/NAV (Whittle et al. 2001,-
Schumann& Robinson2001) is a tool based on the
Amphion system (Stickel etal. 1994) which is capable
of automatically synthesizing C/C++ code for state-
estimationand navigation of aircraft or spacecraft. The
domain of AUTOBAYES (Fischer& Schumann2001,-
Fischer, Schumann,& Pressburger2000) is data analysis,
using the approachof Bayesiannetworks. This tool can
be used for scientific data analysis (e.g., clustering or
classificationproblems),but it alsocansynthesizecodeto
model sensorsand sensorfailures. Both systemsare aim
towardapplicationswheresafetyis important,for example,
state-estimationof Marsroversor (on-board)scientificdata
analysis.

Ar chitecture of an ExtendedSynthesisSystem

Figure 1 shows the systemarchitectureof a modern,ex-
tendedprogramsynthesissystem.Givena specification,the
synthesissystemproducesexecutablecode. For this core
task,domainknowledgein form of a domaintheoryis used
to guidethesynthesisprocess.Theunderlyingprincipleof
the synthesisengineis of no greatimportancefor the dis-
cussionin this paper. For example, the AMPHION/NAV
systemis basedupondeduction-basedsynthesis(usingthe
first-ordertheoremprover SNARK), whereasAUTOBAYES
usesschema-guidedsynthesis.However, all thesesystems
have in commonthat they rely on a substantialbodyof en-
codeddomainknowledge. This domainknowledge,com-
binedwith informationon how theprogramwasassembled
(e.g.,a proof) canbeusedto extendthesynthesissystemto
producecommentedcode,designdocuments,testdata,and
supportfor rigorouscertification. Theseextensionswill be
describedin thefollowing sections.

x ~ N(mu,sigma)
max pr(x | mu..

FOR i:=1 TO N 
  mu[i] := ...

forall I : int &
  asize(mu) = N 
 and ...
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op_safety : OK
...
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Figure 1: SystemArchitecturefor an ExtendedProgram
SynthesisSystem

Explaining SynthesizedCode
In the AMPHION/NAV system,mostaxiomsin thedomain
theory1 are given as a set of first-orderequations. These
equationsrelatethevariousobjectson differentabstraction
levels. Due to the synthesisprocess(deductive synthesis)
andadditionalprogramtransformationsteps,it is nearlyim-
possibleto tell which partsof the synthesizedcodecorre-
spondsto which part of the specification,or why the code
is structuredin a specificway. In a safety-relatedappli-
cationenvironment,traceabilitybetweenspecificationand
codeis of major importance.During manualdevelopment
of suchsoftware,considerableeffort is spenton writing de-
taileddocumentationon all aspectsof thecode.

Here,deductive programsynthesiscanhelp, becauseall
informationrelatingspecification,code,anddomaintheory
is available in the proof producedby the automatedtheo-
rem prover. The proof, containinghundredsof inference
stepsis converted in such a way that it relatesthe input
specificationwith the final product(C/C++ code). The ex-
planationthuscanbe seenasa descriptionof the program
design “from first principle”. AMPHION/NAV contains
the subsystem“ExplainIt!” which producesexplanations
for the synthesistask(for detailssee(Whittle etal. 2001,-
Schumann& Robinson2001)). Eachaxiom of the domain
theoryis annotatedby explanationtemplates,consistingof
plain text and (logical) variables. Whenever an axiom is
usedfor theproof,thevariablesin thetemplatesareinstanti-
ated.In orderto find theentireexplanation,asetof explana-
tionequalities(vanBaalenet al. 1998) is generatedwhichis
usedto composethecorrespondingexplanationtemplates.

Humanreadabilityandunderstandabilityof suchan ex-
planationis extremelyimportant.However, thetargetaudi-
enceis notalogically trainedsynthesisperson,but adomain
expert/engineer. This meansthat not only all evidenceof

1Thedomaintheoryfor AMPHION/NAV is built on top of the
domaintheoryof the AMPHION system(Stickel et al. 1994) on
geometricrelationships,coordinatesystems,andcelestialmechan-
ics.



Figure2: Screendumpof apartof theexplanationdocument

low-level deductionneedsto behiddenfrom theuser. Fur-
thermore,therepresentationof datashoulduseform andvo-
cabulary of thedomain.In thedomainof AMPHION/NAV,
thecommonlyuseddatastructuresarevectorsandmatrices
(asopposedto listsandlists-of-listsin AMPHION/NAV’sin-
ternalrepresentation).Thus,explanationof a matrix is best
representedin a tabular form, asshown in thescreen-dump
in Figure2. It shows a partof the explanationfor a matrix
(“measurementmatrix � ”) which relatesthemeasurements
with the currentposition estimate. Eachcell of the table
correspondsto a single entry in the matrix. This HTML
documentis producedfrom theinternalXML representation
which is generatedby “ExplainIt!”. Translation/formatting
is donewith XSLT. HyperlinkedHTML documentshavethe
advantagethatall statementsof thesynthesizedcodecanbe
linkedto their explanations.Thus,a simpleclick on a state-
mentimmediatelyproducestherelateddocumentation.Us-
ing XML asa flexible internaldocumentformatenablesus
to alsogenerateprintedPDF documentationin a standard-
izedform.

Certifying SynthesizedCode
Code certification is a lightweight approach(as opposed
to e.g.,full functionalverification)to demonstratesoftware
quality on a formal level. Its basicideais to produceformal
proofsdemonstratingthat the codesatisfiescertainquality
properties(e.g.,memoryor operatorsafety). Theseproofs
canbeseenascertificates(for theproducedcode)whichcan
becheckedindependentlyby a simpleproof checker. Since
codecertificationusesthe sameunderlyingtechnologyas
Hoare-styleprogramverification,it alsorequiresmany de-
tailedannotations(e.g.,loop invariants)to make theproofs
possible.However, manuallyaddingtheseannotationsto the
codeis anextremelytime-consuminganderror-pronetask..

In a certificationextensionof AUTOBAYES, we address
this problem(Whalen,Schumann,& Fischer2002). AUTO-
BAYES containssufficient high-level domainknowledgeto

generatetherequireddetailedannotations.Becauseall con-
straintsandinformationondesigndecisionsis availabledur-
ing synthesistime, detailedandpowerful local annotations
canbegeneratedeasilyby AUTOBAYES. A separateprop-
agationalgorithmdistributestheannotationsto all placesin
thecodewherethey arevalid. Whenannotationsweregen-
eratedby AUTOBAYES, theoriginal380linesof commented
codegrew to morethan2100linesof codewith annotations.
Thisis aclearindicationthatwriting manualannotationsare
infeasible.

From this annotated code, a general-purposever-
ification condition generator (in our case MOPS
(Kaiser, Fischer, & Struckmann2000)) produces a set
of proof obligationsin first-orderlogic. Theobligationsare
thenprocessedby theautomatedtheoremproverE-SETHEO
(CASC2001).

In (Whalen,Schumann,& Fischer2002) wehavedemon-
stratedourapproachby certifyingoperatorsafetyandmem-
ory safetyfor a generatediterative dataclassificationpro-
gram( ���
	�� linesof documentedC++ code)without man-
ual annotationof the code. For this example,a total of 69
proof taskshave beengenerated.E-SETHEO could solve
65 automaticallywith a run-time limit of �� secondson a
1000MHz SunBladeworkstation. Most of the taskscould
be solved in aboutone second,but several taskstook up
to ��� seconds(averagetime: �� � seconds).The remaining
four proof taskscurrentlyrequiresomemanualpreprocess-
ing which will be automatedin future versions. A com-
parisonwith the state-of-the-artcommercialstaticanalysis
tool PolySpace(PolySpace2002) showedthatour approach
could reacha bettercoveragewith a substantiallyshorter
runtime.

Generationof Simulation and TestData

Testingandsimulationplaysavital rolein mostsoftwarede-
velopmentprocesses.Whereastestingaimsat showing that
the pieceof codeworks correctly, simulationis often used
to demonstratehow thecodeworksandto assessits quality
andperformance.Therefore,the availability of simulation
andtest-datais of greatimportance.To setup a simulation
environmentmanually, however, is usuallya very time con-
suminganderror pronetask. This is especiallytrue when
therequirementsspecificationsaremodifiedin a rapidsuc-
cession(e.g.,in aniterative life cycle).

With programsynthesis,thedevelopmentof a simulation
environmentcan be very straightforward; we synthesizea
programfrom our given specificationwhich generatestest
data.Theadvantagesareobvious: we alreadyhave a spec-
ification, andmostof thesynthesizer’s infra-structure(e.g.,
symbolichandling,codegeneration)canbe usedas is for
this task.For AUTOBAYES, we havedevelopeda tool com-
ponentwhichcansynthesizeaprogramto generaterandom-
izeddataaccordingto thegivenspecification.Thisdatagen-
eratorcouldbeimplementedin lessthan200linesof Prolog
codeon top of theAUTOBAYES system.



Conclusions
In this� paper, we have briefly describedthree extensions
to bare-bonesprogramsynthesistechnologywhich canin-
creaseusability of a synthesistool in safety-relatedappli-
cationareas.In the AMPHION/NAV system,a detailedex-
planationis generatedfully automaticallyandpresentedin
a way suitablefor the domainengineer. It fully hidesthe
underlyinglogic and reasoningsystemusedto synthesize
the program. The proof stepsis convertedin sucha way
that it relatesthe input specificationwith the final product,
thusopeningupanentirelynew levelof traceabilitybetween
specificationandsourcecode.

Explanationanddocumentationis only oneaspect.Cur-
rent practice of certification of safety-critical code re-
quires huge testing effort and lengthy manual code re-
views. Automaticcertificationof synthesizedcodehasthe
potentialto substantiallyfacilitateandacceleratecertifica-
tion. In combinationwith techniquesfrom proof-carrying
code(Necula& Lee1998), dynamic certificationof field-
loadablesoftwarecanbe addressed.Hereagain,we bene-
fit from the fact, that the synthesissystemencodesenough
domainknowledgesuchthattherequiredHoare-styleanno-
tationscanbemadeautomatically. Last,but not least,trying
out synthesizedcodeduringsimulationrunsis animportant
featurefor apracticalusablesystem.Thetestdatagenerator
providesimmediatefeed-backon the specification(doesit
make senseor aretheresomeobviousbugs?) andhelpsto
navigatethroughthedesignspace.

All thosefeaturesform essentialingredientsof a modern
programsynthesissystemif it shouldhave a chanceto be
usedin practice.Bare-bonessynthesispower doesnot help
here,it only leadsto repeatingthe samemistakesashave
beenmadewith automatedtheoremprovers,which areusu-
ally restricted“moreby generalusabilitythanby raw deduc-
tivepower”2.
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